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Chapter 1. Continuous Dynamic Plugin for Jira
Data Center

The Black Duck” Continuous Dynamic? Plugin for Jira Data Center is designed to integrate the
Continuous Dynamic Portal with Jira” Data Center edition. The Plugin provides a seamless interface
within Jira that will sync vulnerabilities from the Portal to your Jira application.

As vulnerabilities are discovered and listed in the Portal, they are pulled into Jira and issues are
created to get those vulnerabilities into the hands of the individuals responsible for remediation. The
vulnerability can be retested and developers can use the PortalOs ~ Ask A Question feature directly from
the issue in Jira as though they were in the Portal.

1.1. Prerequisites

Note the following prerequisites:
¥ The Continuous Dynamic Plugin for Jira Data Center is compatible with Jira Data Center LTS
versions 10.3.0 - 11.3.1.

¥ You must be logged in as a Jira Administrator with global permissions to install or configure the
plugin.



Chapter 2. Installing the Continuous Dynamic
Plugin for Jira Data Center

You can install the Continuous Dynamic Plugin for Jira Data Center directly from the Atlassian
Marketplace for JIRA  page in Jira Data Center. We strongly recommend installing the plugin this way
rather than from the public Atlassian Marketplace website (where the Data Center Plugin is available

to download as a .jar file).

2.1. Installing the Plugin from the Atlassian Marketplace
for JIRA

Perform the following steps:

1. Log in to your Jira instance as an admin.

2. From the Jira Administration menu, select Manage apps .
The Atlassian Marketplace for JIRA page is displayed.

3. Select Find new apps and then search the marketplace for ~ Black Duck™ Continuous Dynamic?

Black Duck Q Search results v
Black Duck Contil D: ic Plugi @
R—— ack Duck Continuous Dynamic Plugin drdrdrdr (4)
Black Duck » Supported by vendor A4 installations
3] oo
Uynaic CODEQUALITY INTEGRATIONS SECURITY TESTING & QA Free
Sync Black Duck@ 4 Continucus Dynamicé €4 € €€ (formerly WhiteHat) vulnerability data with Jirag € and create Jirag4 Issues automatically.

4. Click Install .
5. In the Confirm app Installation dialog, click Accept & install
6. Select Manage apps in the left-hand menu; the plug-in is visible under User-installed apps

necessary, refresh the page to display it.

7. Once this process is complete, new configuration options are added to the Manage apps page:



Manage apps

BLACK DUCK CONTINUOUS DYNAMIC
PLUGIN

Configure Global Settings
Configure DAST Settings
Configure SAST Settings
Configure API Settings
Configure MAST Settings
Configure Workflow Settings

Configure Continuous Dynamic
Integration

You can install, update, enable, and disable apps here. Find new apps.

Filter visible apps = User-installed ~

User-installed apps

> [ Atlassian Troubleshooting and Support Tools
> @ Automation for Jira

> 40 Jira Cloud Migration Assistant

> K3 S50 for Atlassian Data Center

v {2) Black Duck Continuous Dynamic Plugin

This is the Black Duck Continuous Dynamic plugin for Atlassian JIRA(r).

Disable

Uninstall

Version:
Vendor:
Support:

App key:

2 Upload app 4 Build a new app

UPDATE AVAILABLE

UPDATE AVAILABLE

UPDATE AVAILABLE

UPDATE AVAILABLE

510
Black Duck Software, Inc.
Supported by vendor

com.whitehatsecurity,jira.plugin
s.sentinel2jiravs

Marketplace listing
Documentation

EULA

Data security and privacy
Support and issues

+ 27 of 27 modules enabled

Update

Update

c c
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Chapter 3. Configuring the Continuous
Dynamic Plugin for Jira Data Center

After installing the Continuous Dynamic Plugin for Jira Data Center, new configuration options are
added to the Manage apps page in Jira, as shown below. Refreshing the Manage apps page may be
necessary to see these options.

€ lJira Software

Dashboards ¥ Projects ¥ lIssues ¥ Boards ¥ Plans v Create

-9 O @ |

Administration

Applications  Projects  ssues |Manage apps | User management  Latest upgrade report  System

Q Search Jira admin dl

ATLASSIAN MARKETPLACE
Find new apps

Manage apps

AADVANCED ROADMAPS FOR JIRA

Advanced Roadmaps
permissions

Advanced Roadmaps license
details

Hierarchy configuraticn
Dependencies

Advanced Roadmaps early
access features

BLACK DUCK CONTINUOUS DYNAMIC
PLUGIN

Configure Global Settings

Atlassian Marketplace for JIRA

Discover powerful apps compatible with your JIRA version via the Atlassian Marketplace. Manage apps.

The base URL configuration of your instance does not match the URL in your browser. This can prevent operations on this page from working correctly. See
UPM documentation for more details about this error.

@\ Requirements & Test
Management T
fordira = =

Requirements
management
and testing have
never been easier

LLLLTET

Configure DAST Settings
Configure SAST Settings

Configure API Settings

Search the Marketplace Q Staff-picked v All categories v All paid & free v

Configure MAST Settings

Configure Workflow Settings
wrirdr oy (49)

5,980 installations.

Canfigure Continuous Dynamic
Integration

Jira Charting Plugin
@ Atlassian Labs - Unsupported » Data Center
L

CUSTOM FIELDS DASHBOARD GADGETS ~PROJECT MANAGEMENT

Free

There are seven possible configurations displayed. For the Plugin to function, the
Global Settings , Workflow Settings , Continuous Dynamic Integration , and at least
one asset type (DAST Settings or API Settings ) must be configured.

NOTE

¥ Configure Global Settings : Configure the connections between the Plugin and Continuous Dynamic.
Also configure how basic issues will be handled.

¥ Configure DAST Settings : Configure the interactions between the Plugin and Continuous Dynamic
DAST services.

¥ Configure API Settings : Configure the interactions between the Plugin and the Continuous Dynamic
API services.

¥ Configure Workflow Settings
reopened and closed.

. Configure the Jira workflow to define how issues will be created,

¥ Configure Continuous Dynamic Integration
files.

: Start and stop the integration, or view the Plugin log

In the existing version of the Plugin, if a user has DAST configured for a group in the

NOTE Continuous Dynamic Portal that contains DAST or API assets, then if a vulnerability is



created for any of those assets, a ticket is created in JIRA. For users migrating to the
new version of the Plugin, if DAST is configured for that same group, only the DAST
assets would sync with JIRA. API assets must now be configured separately.

Once this process is complete, the Issues page displays vulnerability information and key Continuous
Dynamic features.

3.1. Configure Global Settings

To configure the Continuous Dynamic Plugin for Jira Data Center perform the following steps:

1. From the Jira System Dashboard click the gear icon.

¢Jirq Software Dashboards ¥ Projects v |Issues v Boards v Plans v Create

JIRA ADMINISTRATION

System Dashboard

Applications
0
. . Issues
You currently have no issues assigned to you. [ 2

Welcome to Jira
Manage apps I
. Not sure where to start? Check out the Jira 101 User management
=,, e g
1 . . . . . Latest upgrade report
: You can customize this text in the Administration Pg P

System

2. Click Manage apps .

3. Log into an Admin account to manage the apps installed on Jira.



< Jira Software Dashboards v Projects v Issues v Boards v | Create

Administrator Access

If you were sent to this page from a link obtained
from an untrusted source please proceed with
caution or validate the link source before
continuing.

You have requested access to an administrative
function in Jira and are required to validate your
credentials below.

Username Not You? .3

Password \r/

Confirm Cancel

4. Click Manage apps

o Jira Software Dashboards v Projects v Issues v Create Search

Administration 2 Search Jira admin #l “ Back to project: Test-1

Applications  Projects Issues Manage apps User management Latest upgrade report System

ATLASSIAN MARKETPLACE

Find new apps Manage apps
I Manage apps I You can install, update, enable, and disable apps here. Find new apps.
WHITEHAT SENTINEL Filter visible apps User-installed v 4 Upload app + Build a new app

Configure Global Settings
Configure DAST Settings User-installed apps
Configure SAST Settings
Configure API Settings > [A Atlassian Troubleshooting and Support Tools
Configure MAST Settings
> [] Atlassian Universal Plugin Manager Plugin

Configure Workflow Settings

Configure Sentinel Integration R . .
9 9 > (@ WhiteHat Sentinel Plugin

Audit log JIRA update check Settings Enter safe mode

The Universal Plugin Manager (v4.0.8) by Atlassian

5. Select Configure Global Settings to configure the plugin connection to Continuous Dynamic. The
following page is displayed.



@ Jira Software

Dashboards v

Projects v

Issues v Create

Administration

Applications  Projects

ATLASSIAN MARKETPLACE

Find new apps

Manage apps

WHITEHAT SENTINEL

Configure Global Settings

Issues

—

Configure DAST Settings
Configure SAST Settings
Configure API Settings
Configure MAST Settings
Configure Workflow Settings

Configure Sentinel Integration

Manage apps

Q Search Jira admin # < Back to project: Test-1

User management  Latest upgrade report  System

—\ WhiteHat

WhiteHat Sentinel Plugin — e

Global Settings

Authenticate WhiteHat Sentinel Credentials *

Select Server
® us O Eu

APl Key ©

ssessescescescssstenssssssastsncsnses I

Authenticate

O Other

(O Use outbound proxy server

Configure Tickets

Reopen tickets if Sentinel updates corresponding vulnerability's status ©
O Yes ® No

Close tickets if corresponding vulnerabilities are closed in Sentinel €@
O Yes @® No

Configure Vulnerability Content

Show vulnerability response from WhiteHat TRC team, retest status, and attack vectors @
@ Yes O No

Configure Notification Settings

Receive alerts when @
[ Plugin fails to create tickets ([ Plugin has Sentinel API issues

O Advanced Configurations

ﬁ1 Cancel

WhiteHat Sentinel Plugin v5.0.0. See terms of license.

6. Authenticate Continuous Dynamic Credentials



Authenticate WhiteHat Sentinel Credentials *

Select Server a
o US EU Other

e —— b

hqge outbound proxy server d

Proxy host -
Proxy port

0

Username \e'/
Password

p
Authenticate f

a. Select a US, EU, or Other server.

b. Enter your API key.

NOTE A valid API key must be entered before the plugin can be used.

To learn how to generate an API key in the Continuous Dynamic Portal, see Your Continuous

Dynamic Portal Profile

c. To use an outbound proxy server, click the radio button.
d. Typeinthe Proxy Host name and the Proxy Port number.
e. Type in your Username and Password to log into the proxy server.

f. Click Authenticate to check your connection.

7. Optionally, Configure Jira Tickets . Select the relevant radio buttons to configure default updates

for your tickets.

a. To reopen closed tickets whenever a vulnerabilityOs status is updated in the Portal.

Configure Tickets

Reopen tickets if Rantinel updates corresponding vulnerability's status €

Close tickets if cerresponding vulnerabilities are closed in Sentinel @

b. To close your existing tickets automatically if corresponding vulnerabilities are closed in the
Portal.


https://source.whitehatsec.com/help/sentinel/your-sentinel-profile.html
https://source.whitehatsec.com/help/sentinel/your-sentinel-profile.html

8. Optionally, configure the  Vulnerability Content

Additionally, you can configure your tickets to view the retest status and notes or tags associated
with a vulnerability.

a. Select the relevant radio button to show responses from the Black Duck TRC, when your team
members ask questions about a vulnerability.

Configure Vulnerability Content

Show vulnerabilitv response from WhiteHat TRC team, retest status, and attack vectors (i}

Yes

9. Optionally, configure Notification Settings

a. Select the relevant radio button to determine when alerts should be sent.

Configure Notification Settings

Receive alerts when ©
I Plugin fails to create tickets = Plugin has Sentinel API issues‘r

Add emails to receive alerts (comma-delimited)

—{T"

b. Then enter a comma-delimited list of the emails that should receive alerts.

10. Optionally, make changes to the Advanced Configurations

Each of the following actions can cause the Plugin to consume more system
WARNING resources to the expense of the Jira server and its other components or
plugins:

I Setting too small a syncing interval.

I Setting too high a value for the maximum number of worker threads for the Continuous
Dynamic API.

I Setting too high a limit on total vulnerabilities returned per API request.
I Setting too small a time interval between ticket updates.
I Setting too high a maximum character limit for issue fields.

a. Select the Advanced Configurations checkbox.
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|= Advanced Configurations 'g

Set syncing interval (in minutes) @
360 b

m Pause syncing for time interval 1 ©
Start:iB Qi i30 ’Qll

C

End:(9 ¢) (30 ¢]|

Pause syncing for time interval 2 @
Start:i 16 ‘Oi i45 ’¢|l
End: (17 ¢) (45 ¢]|
Set maximum number of worker thread for Sentinel API €
5 'e
A

f [z]ignore certificates for Sentinel API

Set limit on total vulnerabilities returned per APl request ©

15 g
Set time interval between ticket update by Sentinel API (in milliseconds) @
o lh

Maximum character limit for issue fields @
I I

Configure Logging

Set Logging level ©

I INFO %)

Set log buffer size (lines) @

1000 k

. Set Synching Interval (in minutes) set the interval at which Continuous Dynamic and Jira

will be synched.

. Pause Synching for time interval set one or two daily time intervals during which

synching will be paused. Select the Pause syncing for time interval 1 checkbox, to see the
start and end time boxes for the first and, optionally, second period during which you want
to pause synchronization.

. To pause synchronization between 8:30 and 9:30 a.m. and between 4:45 and 5:45 p.m., your

entry should look like this.

Each start and end time should be entered in hours (0-23) and minutes (O-
59).

NOTE

. Set Maximum Number of Worker Threads cap the number of API requests that can be in

process at once.

. Ignore Certification for Continuous Dynamic API allows you to ignore any cert issues

between your server and Continuous Dynamic.



Do not enable the option to Ignore Certification for Continuous
WARNING Dynamic API , unless troubleshooting connectivity issues with the
Continuous Dynamic server.

g. Set Limit on Total Vulnerabilities Returned per APl Request limit the number of tickets
that can be created from a single request.

h. Set Time Interval Between Ticket Updates set the minimum interval (in milliseconds)
between ticket updates from the Continuous Dynamic API.

i. Maximum character limit for issue fields set a maximum character length for your
Summary, Description, and Comments fields. Tick the checkbox to set your preferred
maximum. The default value for this field will match Jiraésglobal character limit, which is
stored in jira.text.field.character.limit' and can be accessed from
Administration>System>Advanced Settings. If you customize this value, it must be set to a
value between zero and the maximum character limit set in 'jira.text.field.character.limit'.

j- Configure Logging set the Logging level to the detail level desired from:
I INFO
! DEBUG
I TRACE
a. Log buffer size (lines)  set the number of lines that will be retained in the log buffer.

The Configure Logging default values are a Logging Level of INFO and a

NOTE . .
log buffer size  of 1000 lines.

i1
m Cancel m

11. When you have completed the Global Configuration process, click Save.

3.2. Configure DAST Settings

Select Configure DAST Settings  to set your default reporter and assignee, map assets or groups to Jira
projects, and map ticket priority to Continuous Dynamic ratings. The settings for each are broadly
comparable, but some specifics will be called out where relevant.

1. To Configure DAST Settings , select Enable DAST integration

NOTE Until the radio button is setto  Yes, no other configuration options will be available.



& Jirasoftware  paghpoards v Projects v Issues v Create

Administration @ serchrazdmn & - Back to project Test1
Applications  Projects Issues Manage apps User management Latest upgrade report  System

russawerat WhiteHat Sentinel Plugin —— WhiteHat

Find new apps

Manage apps DAST (Sites) Settings

WHITEHAT SENTINEL

Configure Global Settings Basic Configurations

I Configure DAST Settings I Enable DAST integration @
CeiZon
Configure SAST Settings

Configure API Settings

Configure MAST Settings
B o Coeor [ vert
Configure Workflow Settings

Configure Sentinel Integration WhiteHat Sentinel Plugin v5.0.1. See terms of license.

2. Select the Yes radio button. Once you have selected Yes, you will see the configuration settings. This

will allow you to:
I Set the default Reporter for Jira tickets generated by the Plugin

I Set the default Assignee for Jira tickets generated by the Plugin based on asset-and-project
combinations

I Map Vulnerability Ratings to Jira Priorities

I Configure Jira Tickets

3.2.1. Basic Configuration

1

12

Enter the name or email of your default reporter in the search bar provided and then select your
default reporter.



Basic Configurations

Enable DAST integration €@
o Yes No

Set default reporter * € 1
IType here to search by username ory’

Set default assignee @ 2
o Sites (DAST assets) Sentinel GroupsT
Remove Sentinel sites ._3 Projects 4 Username 5
Iagrove Sy | Test-1 =y hype here to search by username ory#
assetl Unassigned

Asset_20190625_us
Asset_20190627_us
confluence

Created Step 1

2. Set the default Jira assignee for a given site asset and associated Jira project. (This will map these
assets to the Jira project(s) in question.) To set default assignees by group rather than asset, select
the Continuous Dynamic Groups radio button. In this case, all assets in a group will be associated
to the Jira project selected.

3. Select the asset from the list of Continuous Dynamic sites
4. Select a project from the Projects list to assign.

5. Enter the name or email of your default assignee in the search bar provided and then select them
from the list.

6. To create additional default assignees and asset-to-project mappings, click Add .

Only one user can be selected as the default reporter in Jira. Only one user can be set as

the default assignee to any given asset-project mapping. If Unassigned is selected for
the Username field, any tickets generated will show the default assignee for that
project.

NOTE

Reporter Permissions Required

A reporter must have the following privileges for the project:

¥ Assign Issue
¥ Close Issue
¥ Create Issue
¥ Edit Issue

¥ Modify Reporter

13



¥ Resolve Issue

¥ Transition Issue

¥ Comment Issue

If you attempt to assign a user as reporter who does not have these permissions for the appropriate
project, you will receive an error message.

3.2.2. Mapping Vulnerability Ratings to Jira Priorities

Vulnerability ratings for Dynamic (DAST) Vulnerabilities may use either the Advanced Rating
Methodology or the Legacy Methodology

1

4.

14

Select the vulnerability rating to use for DAST configuration.

Map Sentinel Vulnerabilities and Issues

Map Vulnerability ratings to your priorities €
Legacy o Advanced (based on OWASP rating) T

Select item Vulnerability rating system Priori

Critical Highest
High

Medium

Low

Note Lowest

Allow vulnerability that have these tags @

For more information on choosing Legacy Ratings or Advanced Ratings, see Understanding the
Rating Methodologies .

The default mapping will associate the most severe rating with the highest Jira priority. You can
change this mapping using the drop-down lists.

Select the vulnerability ratings that should (checked) or should not (unchecked) be used to create
Jira tickets.

Jira tickets will now be created for vulnerabilities rated Critical , High , or Medium . Ciritical
vulnerabilities will receive the Highest Jira priority, High risk vulnerabilities will receive a Jira
priority of High , and Medium risk vulnerabilities will receive a Jira priority of Medium . Jira tickets
will not be created for vulnerabilities with a rating of Low or Note . In addition it is also possible to
limit vulnerabilities that will result in Jira tickets based on the Continuous Dynamic tags associated

to the vulnerability.

Click Add under Allow vulnerabilities that have these tags:


{attachmentsdir}/pdf-jira-understanding-rating-methodology.pdf
{attachmentsdir}/pdf-jira-understanding-rating-methodology.pdf

Allow vulnerahility that have these tags @

Remove Vuln Tag Name 5
DG | o

5. Type the tag name in the Vuln Tag Name text field.

6. To remove tags, click the checkbox next to the tag in question.

If you select any tags to be used to create Jira tickets, only vulnerabilities that have at
NOTE least one of the listed tags in the Continuous Dynamic Portal will be used to create Jira
issues.

3.2.3. Set Vulnerability Viewing Authorizations for Dynamic (DAST) Vulns

You can authorize Jira groups to view content from the vulnerabilities discovered via dynamic (DAST)
testing, including retest status, notes and tags, and Black Duck Threat Research Center team responses
to questions.

1. Select the relevant radio buttons to configure the type of vulnerability information that is visible to
specific groups.

Authorize Groups to View Vulnerability Content

1

View vulnerability information from Sentinel in ticket €
Retest status WhiteHat TRC team responses Add note and tag

Select Groups

2

jira-administrators
jira-software-users
All

v

2. Select a group from the Select Groups table.

NOTE This information will appear in the summary section of your tickets.

3.2.4. Configure Jira Tickets

1. To import closed vulnerabilities select the Import closed vulnerabilities checkbox.

15



Configure Tickets

Import closed vulnerabilities |~

Customize ticket summary é
${SEVERITY_LEVEL} Severity Vulnerability found on Sentinel Site ${LABEL}

Customize ticket description @

Vulnerability ID: ${VULNERABILITY_ID}
Type: ${VULNERABILITY_CLASS}
Severity: ${SEVERITY_LEVEL}

Threat: ${THREAT_LEVEL}

Score: ${SCORE}

CVSS: ${CVSS_SCORE}

Date Found: ${DATE_FOUND}

Date Closed: ${DATE_CLOSED}

Date Opened: ${DATE_OPENED}
Status: ${STATUS}

Description:
${DESCRIPTION}

Solution:
${SOLUTION}

${ATTACK_VECTOR_DETAILS}

Vulnerability details can be found at: ${SENTINEL_SERVER_URL}/site_vuln_detail.ntmI?
site_id=${SITE_ID}&vuln_id=${VULNERABILITY_ID}

&

See customization parameters‘i./

2. To customize the ticket summary selectthe = Customize ticket summary checkbox.

3. To customize the ticket description select the  Customize ticket description

4. Optionally, to see customization parameters, check the checkbox next to
Parameters

16

checkbox.

See Customization




See customization parameters

Custom Parameter

Description

ATTACK_VECTOR_DETAILS

DAST Vulnerabilities have a notion of an attack vector. These are the unique name and values
used when creating a vulnerability. It is possible for a single vulnerability to have more than one
attack vectors. In most cases it is important to include this information.

CVSS_SCORE

DATE_CLOSED

The CVSS score is a Common Vulnerability Scoring System designed to provide an open and
standardized method for rating a vulnerability

When a vulnerability is closed the time stamp of that time is held in this variable

DATE_FOUND When a vulnerability is first found a timestamp of that time is held in this variable

DATE_OPENED When a vulnerability is opened the time stamp of that time is held in this variable

DESCRIPTION Any time a vulnerability is found a description of that vulnerability is provided. This variable holds
that value

IMPACT This value is similar to the severity found in DAST. What the criticality of a vulnerability could be.

IMPACT_READABLE
LABEL

LIKELIHOOD

This is the number value (0 to 9) or Low, Medium, or High
This is the text value representation of the 0 to 9 number of the impact.

Every asset has a label associated to it. For sites it is usually the host and for applications it can
vary

This value is similar to the threat found in DAST. What the likelihood or ease of an exploit of a
vulnerability could be. This is the number value (0 to 9)

LIKELIHOOD_READABLE

This is the text value representation of the 0 to 9 number of the likelihood.

RISK
RISK_READABLE

The risk is the product of the Impact * Likelihood. This is the number value. (1 to 5)

The risk is the product of the Impact * Likelihood. This is human readable text value. (Note, Low,
Medium, High, Critical)

SCORE A DAST vulnerability gets a number of values that help to assign importance to vulnerability. There
is a threat, severity, and priority. The sum of these values is the score

SEVERITY This holds the number value of a severity of a DAST vulnerability. (1 to 5)

SEVERITY_LEVEL This holds the severity level of a DAST vulnerability

SOLUTION Any time a vulnerability is found a solution of how to fix that vulnerability is provided. This variable
holds that value

STATUS This holds status of a vulnerability. (open,close)

THREAT This holds the number value of a threat of a DAST vulnerability. (1 to 5)

THREAT_LEVEL

This holds the threat level of a DAST vulnerability

VULN_RETEST_STATE

DAST vulnerabilities can be uniquely requested for retests. Therefore, it is possible for the state of
a vulnerability to be different. This value holds the state of a vulnerability in regards to its retesting

VULN_URL

For DAST vulnerabilities a vulnerability is associated with a URL to where the vulnerability exists.
This variable holds that value

VULNERABILITY_CLASS
VULNERABILITY_ID

This holds the vulnerability class of a vulnerability

This holds the unique ID each vulnerability is assigned with upon creation

S5
E Cancel

5. When you have completed the configuration for
Save.

DAST settings according to your preferences, click

If youOve set aCustom Asset ID for this site asset (from the Overview tab in the Portal),
it will appear as a field in the ticket Detalils .

NOTE

17



3.3. Configure API Settings

Select Configure API Settings  to set your default reporter and assignee, map assets or groups to Jira
projects, and map ticket priority to Continuous Dynamic ratings.

1. To Configure API Settings , select Enable API integration

NOTE Until the radio button is setto  Yes, no other configuration options will be available.

@ JiraSoftware  paghpoards v Projects v Issues v | Create Search

Administration «seenrasdmin &« Back to project: Tost1
Applications  Projects Issues Manage apps User management Latest upgrade report ~ System

ATLASSIAN MARKETPLAGE WhiteHat Sentinel Plugin —— WhiteHat

Find new apps

Manage apps API Setti ngs

WHITEHAT SENTINEL

Configure Global Settings Basic Configurations

Configure DAST Settings Enable »*El integration @
Yes No
Configure SAST Settings 1 °
I Configure APl Settings |

Configure MAST Settings

| R - R oo J e
Configure Workflow Settings

Configure Sentinel Integration WhiteHat Sentinel Plugin v5.0.1. See terms of license.

2. Select the Yes radio button. Once you have selected Yes, you will see the configuration settings. This
will allow you to:

I Set the default Reporter for Jira tickets generated by the Plugin

I Set the default Assignee for Jira tickets generated by the Plugin based on asset-and-project
combinations

I Map Vulnerability Ratings to Jira Priorities
I Configure Jira Tickets
3.3.1. Basic Configurations

1. Enter the name or email of your default reporter in the search bar, then select your default
reporter.

18



Basic Configurations

Enable API integration @
o Yes No

Set default reporter * € 1
I ype here to search by username or I

Set default assignee é 2
o APl assets Sentinel Groups I
Remove Sentinel API 3 Projects 4 Username 5
IAPI Production Check Individual 05/ |Test—1 | IType here to search by username or ||
API Production Check Individual 22/ Unassigned

API Production Check Upload 05/06
API Production Check Upload 22/05
ASVDEBITCARDPAYMENTS Clone
Aug5_api

2. Set the default Jira assignee for a given APl and associated Jira project. (This will map these assets
to the Jira project(s) in question.) To set default assignees by group rather than asset, select the
Continuous Dynamic Groups radio button. In this case, all assets in a group will be associated to
the Jira project selected.

3. Select the asset from the Continuous Dynamic API list.
4. Select a project from the Projects list to assign.

5. Type the name or email of your default assignee in the search bar provided and then select them
from the list.

6. To create additional default assignees and asset-to-project mappings, click Add .

Only one user can be selected as the default reporter in Jira. Only one user can be set as
the default assignee to any given asset-project mapping. If Unassigned is selected for

NOTE
the Username field, any tickets generated will show the default assignee for that

project.

Reporter Permissions Required

A reporter must have the following privileges for the project:

¥ Assign Issue
¥ Close Issue
¥ Create Issue

¥ Edit Issue



¥ Modify Reporter

¥ Resolve Issue

¥ Transition Issue

¥ Comment Issue

If you attempt to assign a user as reporter who does not have these permissions for the appropriate

project, you will receive an error message.

3.3.2. Mapping Vulnerability Ratings to Jira Priorities

Vulnerability ratings for API vulnerabilities will all automatically use the Advanced Rating
Methodology , which is based on OWASP ratings. Vulnerability ratings for API vulnerabilities may use
either the Advanced Rating Methodology or the Legacy Methodology

1

4.

20

Select the vulnerability rating to use for API configuration.

Map Sentinel Vulnerabilities and Issues 1
Map Vulnerability ratings to your priorities @
Legacy © Advanced (based on OWASP rating) I
Selectitem Vulnerability rating system  Priority 2
Critical Highest %
High High E
Medium Medium ¥
Low Low s
Note Lowest ¥
Allow vulnerability that have these tags @
For more information on choosing Legacy Ratings or Advanced Ratings, see Understanding the

Rating Methodologies .

The default mapping will associate the most severe rating with the highest Jira priority. You can
change this mapping using the drop-down lists.

Select the vulnerability ratings that should (checked) or should not (unchecked) be used to create
Jira tickets.

Jira tickets will now be created for vulnerabilities rated Critical , High , or Medium . Critical
vulnerabilities will receive the Highest Jira priority, High risk vulnerabilities will receive a Jira
priority of High , and Medium risk vulnerabilities will receive a Jira priority of Medium . Jira tickets
will not be created for vulnerabilities with a rating of Low or Note . In addition it is also possible to
limit vulnerabilities that will result in Jira tickets based on the Continuous Dynamic tags associated

to the vulnerability.

Click Add under Allow vulnerabilities that have these tags:


{attachmentsdir}/pdf-jira-understanding-rating-methodology.pdf
{attachmentsdir}/pdf-jira-understanding-rating-methodology.pdf

Allow vulnerability that have these tags @
Remove Vuln Tag Name 5

6 | [

5. Type the tag name in the Vuln Tag Name text field.

6. To remove tags, click the checkbox next to the tag in question.

If you select any tags to be used to create Jira tickets, only vulnerabilities that have at
NOTE least one of the listed tags in the Continuous Dynamic Portal will be used to create Jira
issues.

3.3.3. Set Vulnerability Viewing Authorizations for API Vulnerabilities

You can authorize Jira groups to view content from the vulnerabilities discovered via API testing,
including retest status, notes and tags, and Black Duck Threat Research Center team responses to
guestions.

1. Select the relevant radio buttons to configure the type of vulnerability information that is visible to
specific groups.

Authorize Groups to View Vulnerability Content

View vulnerability information from Sentinel in ticket @
Retest status WhiteHat TRC team responses Add note and tag

Select Groups

2

jira-administrators
jira-software-users
All

2. Select a group from the Select Groups table.

NOTE This information will appear in the summary section of your tickets.

3.3.4. Configure Jira Tickets

1. To import closed vulnerabilities, select the Import closed vulnerabilities checkbox.
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Configure Tickets

I Import closed vulnerabilities | 2
Customize ticket summary ©
${RISK_READABLE} Risk Vulnerability found on Sentinel APl ${LABEL} |

Customize ticket description (i)

Vulnerability ID: ${VULNERABILITY_ID}
Type: ${VULNERABILITY_CLASS}
Severity: ${SEVERITY_LEVEL}

Threat: ${THREAT_LEVEL}

Score: ${SCORE}

CVSS: ${CVSS_SCORE}

Date Found: ${DATE_FOUND}

Date Closed: ${DATE_CLOSED}

Date Opened: ${DATE_OPENED}
Status: ${STATUS}

Description:
${DESCRIPTION}

Solution:
${SOLUTION}

${ATTACK_VECTOR_DETAILS}

Vulnerability details can be found at: ${SENTINEL_SERVER_URL}/asset-management/api-site-
summary/${SITE_ID}/findings/${VULNERABILITY_ID}

4

I See customization parameters

2. To customize the ticket summary selectthe = Customize ticket summary checkbox.

3. To customize the ticket description select the  Customize ticket description checkbox.
4. Optionally, to see customization parameters, check the checkbox next to See Customization
Parameters
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See customization parameters

Custom Parameter

Description

ATTACK_VECTOR_DETAILS

API Vulnerabilities have a notion of an attack vector. These are the unique name and values used
when creating a vulnerability. It is possible for a single vulnerability to have more than one attack
vectors. In most cases it is important to include this information.

CVSS_SCORE

DATE_CLOSED

The CVSS score is a Common Vulnerability Scoring System designed to provide an open and
standardized method for rating a vulnerability

When a vulnerability is closed the time stamp of that time is held in this variable

DATE_FOUND When a vulnerability is first found a timestamp of that time is held in this variable

DATE_OPENED When a vulnerability is opened the time stamp of that time is held in this variable

DESCRIPTION Any time a vulnerability is found a description of that vulnerability is provided. This variable holds
that value

IMPACT This value is similar to the severity found in API. What the criticality of a vulnerability could be.

IMPACT_READABLE
LABEL

LIKELIHOOD

This is the number value (0 to 9) or Low, Medium, or High
This is the text value representation of the 0 to 9 number of the impact.

Every asset has a label associated to it. For APIs it is usually the host and for applications it can
vary

This value is similar to the threat found in API. What the likelihood or ease of an exploit of a
vulnerability could be. This is the number value (0 to 9)

LIKELIHOOD_READABLE

This is the text value representation of the 0 to 9 number of the likelihood.

RISK
RISK_READABLE

The risk is the product of the Impact * Likelihood. This is the number value. (1 to 5)

The risk is the product of the Impact * Likelihood. This is human readable text value. (Note, Low,
Medium, High, Critical)

SCORE A API vulnerability gets a number of values that help to assign importance to vulnerability. There is
a threat, severity, and priority. The sum of these values is the score

SEVERITY This holds the number value of a severity of a API vulnerability. (1 to 5)

SEVERITY_LEVEL This holds the severity level of a API vulnerability

SOLUTION Any time a vulnerability is found a solution of how to fix that vulnerability is provided. This variable
holds that value

STATUS This holds status of a vulnerability. (open,close)

THREAT This holds the number value of a threat of a API vulnerability. (1 to 5)

THREAT_LEVEL

This holds the threat level of a API vulnerability

VULN_RETEST_STATE

AP vulnerabilities can be uniquely requested for retests. Therefore, it is possible for the state of a
vulnerability to be different. This value holds the state of a vulnerability in regards to its retesting

VULN_URL

For API vulnerabilities a vulnerability is associated with a URL to where the vulnerability exists.
This variable holds that value

VULNERABILITY_CLASS
VULNERABILITY_ID

This holds the vulnerability class of a vulnerability

This holds the unique ID each vulnerability is assigned with upon creation

S
m Cancel

5. When you have completed configuration for

NOTE

If youOve set a Custom Asset ID
will appear as a field in the ticket

API settings according to your preferences, click

for this API (from the Overview

Details .

tab in the Portal),

Save.

it
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3.4. Continuous Dynamic Workflow Settings

This section will define how issues will be created, reopened and closed. The workflow scheme in Jira
is highly configurable, and it can be difficult to account for all possible statuses and transitions created
by an organization. This section allows you to define what each status should do based on the action of
creating, closing, or reopening an issue in Jira.

You must use the Jira workflow that is associated to your projects (as defined in DAST and API
configurations) and define the pertinent information. You must be using a single workflow, and that
workflow must be associated to all your projects.

1. Select Configure Workflow Settings
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© JiraSoftware  paghpoards v Projects v Issues ¥ | Create Search

Ad m i n i Stratio n @ Search Jira admin “l “ Back to project: Test-1

Applications  Projects Issues Manage apps User management Latest upgrade report ~ System

s e WhiteHat Sentinel Plugin —— WhiteHat

Find new apps

Manage apps Sentinel Workflow Settings

WHITEHAT SENTINEL

About
Configure Global Settings

Use this section to configure the conditions that will create, reopen, or close your ticketslshow more... §
Configure DAST Settings 9 P Y

Configure SAST Settings
Configure AP| Settings Configure Workflow @

Configure MAST Settings

Build Default Workflow Template
I Configure Workflow Settings |

Configure Sentinel Integration
XML Workflow Configuration

2. Optionally, select show moreE to view the following information regarding creating a custom
workflow and configuration parameters.

3.4.1. About

Use this section to configure the conditions that will create, reopen, or close your tickets. Using your
custom workflow, you can define the actions that a status can perform whenever a ticket is created,
closed, or reopened.

1. Select the workflow associated with your projects (defined in the DAST configuration).
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2. Create an XML file and add required configuration parameters. See the table below to learn about
these parameters.

The workflow scheme in is an advanced configuration and therefore you must be
NOTE aware of all the possible statuses and transitions between these statuses before you

configure your custom workflow.

See configuration parameters:

Parameter Description

<workflow> Define the workflow so that Continuous Dynamic add-on can create tickets.
<transition_action In order to transition into another status you must define the transition ID. The
id=""> workflow provides you a list of all transitions for a given status when you use

the workflow editor in text view.

<transition type=""> Define the type of transition for ticket. For example, you can define whether
you want to close, reopen, or create the issue on a given transition.

<status_map> Use this tag to define the state of each status within your workflow. The state
can be either Opened or Closed. This allows the Continuous Dynamic add-on to
make appropriate transition based on the ticketOs status.

<status name="" Define the name of the status and the state your ticket to be considered Opened
state=""> or Closed.
<projects> Define each project that you want to associate within a workflow. This tag

must be defined inside the tag.

<project name="" Define the name and key for the project.
key:"ll>
<issue_type id=""> Define the ID to use whenever new tickets are created by the Continuous

Dynamic add-on. To find this ID, go to Administration " Issues " Issue Types.
Hover over the Related Schemes column for that issue. This should show you
the scheme ID for that issue. This is the ID that you will use for the issue_type

tag.
<field name="" In some cases certain fields are required to be filled in order to transition a
value=""> ticket. Any required fields can be hard-coded values that will be filled in on

making the transition defined by the parent tags.

3.4.2. Configure Workflow
To configure your workflow perform the following steps:

1. Click Build Default Workflow Template button to generate a generic template workflow XML file.
This will generate a default XML workflow template that you can customize to match your chosen
workflow. The XML will be generated under the XML Workflow Configuration section, and will be a
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starting point for the workflow configuration.

Configure Workflow ©

I Build Default Workflow Template T

XML Workflow Configuration

W

Lo [
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2. In the XML Workflow Configuration

28

Configure Workflow @

Build Default Workflow Template

XML Workflow Configuration

<workflows>
<workflow name="JIRA Workflow (jira)">

<projects>

<project name="projectname" key="projectkey"></project>

</projects>
<issue_type id="1"></issue_type>
<status_map>
<status name="0Open" state="Open"></status>

<status name="Reopened" state="Open"></status>
<status name="Resolved" state="Closed"></status>
<status name="Closed" state="Closed"></status>
<status name="In Progress" state="Open"></status>

</status_map>
<status name="Create Issue (Integration Defined)">
<transition type="Create">
<transition_action id="1">
<l-- <field name="" values=""></field> -->
</transition_action>
</transition>
</status>
<status name="Open">
<transition type="Close">
<transition_action id="5">
<l-- <field name="" values=""></field> -->
</transition_action>
</transition>
</status>
<status name="Reopened">
<transition type="Close">
<transition_action id="5">
<l-- <field name="" values=""></field> -->
</transition_action>
</transition>
</status>
<status name="Resolved">
<transition type="ReOpen">
<transition_action id="3">
<l-- <field name="" values=""></field> -->
</transition_action>
</transition>
</status>
<status name="Closed">
<transition type="ReOpen">
<transition_action id="3">
<l-- <field name="" values=""></field> -->
</transition_action>
</transition>
</status>
<status name="In Progress">
<transition type="Close">
<transition_action id="5">
<lI-- <field name="" values=""></field> -->
</transition_action>
</transition>
</status>

</workflow>
</workflows>

3 o

4
(=) 3]

, provide a Workflow Name

, Project Name , and Key values

This will be the name of the Jira workflow you are using and the name and key of the Jira project
where the issues will be created. An example of this is shown below:

<workflows>
<workflow name=DEMO:Simple Issue Tracking Workflow" >

[T

E
E

<projects>

<project name="DEMO'key= "DEMC*</project>



E </projects>

Locating your Project Name and Key in Jira

1. From the Jira System Dashboard click the gear icon.

© Jira Software pashboards v Projects v Issues v Boards v | Create

JIRA ADMINISTRATION

Applications ‘24

) Issues
You currently have no issues :

r
Welcome to JIRA . Manage apps
Not sure where to start? Check out the
User management .
3

System Dashboard

L
b

il Jira 101 guide and Atlassian training Activity Stream
' course. Latest upgrade report

Your Company Jira System

No activity was found

2. Click Projects .

3. Log into an Admin account to manage the projects on Jira.
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< Jira Software Dashboards v Projects v Issues v Boards v | Create

Administrator Access

If you were sent to this page from a link obtained
from an untrusted source please proceed with
caution or validate the link source before
continuing.

You have requested access to an administrative
function in Jira and are required to validate your
credentials below.

Username Not You? .3

Password \I'/

Confirm Cancel

4. Click Projects .

< Jira Software pashboards v Projects v Issues v Boards ¥ | Create

Administration  gSearch Jira admin B «Back to project: Test-1

Applications Projects Issues Manage apps User management Latest upgrade report System

I Projects "' Projects Create project
Project categories
Archived projects Q Search...
Project ¢ Key Project Project Project Last issue Issues Actions
5‘ 6 type lead category update

B Test-1 I' TEST ] neil.anderso No category -- --

5. The Project Name is shown here.

6. The Key is shown here.

3.4.3. Issue Type ID

Define the issue type IDs to be used for Jira tickets, based on Continuous Dynamic Portal vulnerability
data. The Issue Type is available in Jira.

30



<issue_type id="5"></issue_type>

The issue type ID in Jira can be located by performing the following steps:

1. From the Jira System Dashboard click the gear icon.

€ Jira Software pashboards v Projects v Issues v Boards ¥ | Create Search

JIRA ADMINISTRATION
System Dashboard

Applications
You currently have no issues assign Is5u65 |

Welcome to JIRA Manage apps
Not sure where to start? Check out the Jira

. . L . e U t
101 guide and Atlassian training course. Activity Stream ser managemen

You can customize this text in the Administration section. i Latest upgrade report
Your Company Jira System 3

No activity was found

2. Click Issues.

3. Click Issue types .
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© Jira Software pashboards ¥ Projects v Issues v Boards v

Administration

Applications

ISSUE TYPES

Projects Issues Manage apps

I Issue types

Issue type schemes

Sub-tasks

BROWSE AND
EXPORT

Archived issues

WORKFLOWS
Workflows

Workflow schemes

SCREENS
Screens
Screen schemes

Issue type screen
schemes

FIELDS
Custom fields
Field configurations

Field configuration
schemes

Custom fields
optimizer

@qSearch Jira admin

-3 Issue types

Name

O Bug

A problem which impairs or
prevents the functions of the
product.

[ Demo-1
test-1

Epic

Created by Jira Software - do not
edit or delete. Issue type for a big
user story that needs to be
broken down.

[ Story

Created by Jira Software - do not
edit or delete. Issue type for a
user story.

Task
A task that needs to be done.

Sub-task
The sub-task of the issue

4. Click Edit on any of the Issue types .

5. To view the issue type ID click the URL.
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User management

Type

Create

Latest upgrade report

System

Related Schemes

Standard ® TEST: Scrum Issue Type Scheme

Standard

Standard

Standard

Standard

Sub-Task

Default Issue Type Scheme

Default Issue Type Scheme
TEST: Scrum Issue Type Scheme

Default Issue Type Scheme
TEST: Scrum Issue Type Scheme

TEST: Scrum Issue Type Scheme

Default Issue Type Scheme
TEST: Scrum Issue Type Scheme

Search

+=Back to project: Test-1

Add issue type

Actions

Edit Delete

4

Editlﬂelete

Edit Delete

Edit Delete

Edit Delete

Edit Delete

Translate

Translate

Translate

Translate

Translate

Translate

@



You have temporary access to administrative functions. Drop access if you no longer require it. For more information, refer

to the documentation.

@ JiraSoftware pashboards v Projects v Issues v Boards ¥ | Create

Administration

QSearch Jira admin B «Back to project: Test-1

Applications Projects Issues Manage apps User management Latest upgrade report System

ISSUE TYPES
Issue types
Issue type schemes

Sub-tasks

BROWSE AND
EXPORT

Archived issues

WORKFLOWS
Workflows

Workflow schemes

SCREENS
Screens
Screen schemes

Issue type screen
schemes

FIELDS
Custom fields

Field configurations

Field configuration
schemes

Custom fields
optimizer
PRIORITIES
Priorities

Priority schemes

ISSUE FEATURES

Time tracking

. Issue linking

Edit Issue Type: Demo-1

Name* Demo-1
Description test-1

Issue Type* ) select image
Avatar

Update Cancel

6. The issue type ID is shown at the end of the URL.

/securefadmin/EditlssueType!default.jspa’id=10100 &
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3.4.4. Status Names & Transition IDOs

Define the statuses that an issue can belong to, every status state must be defined in the workflow. The
status names can be found in Jira.

<status_map>

<status name=To Do" state="Open'></status>
<status name=n Progress" state= "Open'></status>
<status name=Done" state= "Closed" ></status>
</status_map>

NOTE The status names given here are case sensitive and must exactly match the status name
given in Jira.

The status names in Jira can be located by performing the following steps:

1. From the Jira System Dashboard click the gear icon.

€ Jira Software pashboards Projects ¥ Issues ¥ Boards v Create

JIRA ADMINISTRATION
System Dashboard
Applications
Introduction Assigned to Me Projects ..21
Wel JIRA You currently have no issues assign SEIEE |
elcome to Manage apps
Not sure where to start? Check out the Jira User management
)| 1071 guide and Atlassian training course. Activity Stream 9

You can customize this text in the Administration section. i Latest upgrade report
Your Company Jira System 3

No activity was found

2. Click Issues.

3. Click Workflows
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9 Jira Software pashboards v Projects v Issues v Boards v

Administration

QSearch Jira admin

Applications Projects Issues Manage apps User management

ISSUE TYPES Issue types

Issue types

Issue type schemes Name Type

Sub-tasks 0 Bug Standard
A problem which impairs or

BROWSE AND prevents the functions of the

EXPORT prOdUCt.

Archived issues [ Demo-1 Standard
test-1

WORKFLOWS "3 Epic Standard

I Workflows Y Created by Jira Software - do not

Workflow schemes edit or delete. Issue type for a big
user story that needs to be
broken down.

SCREENS

Screens [ Story Standard
Created by Jira Software - do not

Screen schemes edit or delete. Issue type for a

Issue type screen user story.

schemes
Task Standard

FIELDS A task that needs to be done.

Custom fields Sub-task Sub-
The sub-task of the issue Task

Field configurations

Field configuration
schemes

Custom fields
optimizer
PRIORITIES
Priorities

Priority schemes

4. Click the View link on any workflow.

Create

Latest upgrade report

B «Back to project: Test-1

Related Schemes

TEST: Scrum Issue
Type Scheme

Default Issue Type
Scheme

Default Issue Type
Scheme

TEST: Scrum Issue
Type Scheme

Default Issue Type
Scheme

TEST: Scrum Issue
Type Scheme

TEST: Scrum Issue
Type Scheme

Default Issue Type
Scheme

TEST: Scrum Issue
Type Scheme

Search

System

Add issue type

Actions

Edit

Edit

Edit

Edit

Edit

Edit

Delete

Delete

Delete

Delete

Delete

Delete

Translate

Translate

Translate

Translate

Translate

Translate

@
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€ Jira Software Dpashboards ¥ Projects ¥ Issues v Boards ¥ | Create Search

Administration qSearch Jira admin B «Back to project: Test-1

Applications Projects Issues Manage apps User management Latest upgrade report System

ISSUE TYPES Workflows Add workflow Import v @

Issue types

Issue type schemes ’ o
© To delete a workflow, you must first unassign it from all workflow schemes and draft workflow schemes.

Sub-tasks

BROWSE AND Activa

EXPORT Name Last modified Assigned Schemes  Steps  Actior,

Archived issues Software Simplified Workflow for  23/Mar/21 e TEST: Software 3 it
Project TEST Simplified Copy

WORKFLOWS Generated by JIRA Software version Workflow Scheme

Workflows 8.5.0-DAILY20190920183006. This

workflow is managed internally by
Jira Software. Do not manually
modify this workflow.

Waorkflow schemes

SCREENS
Screens
Screen schemes Inactive

Issue type screen
schemes

FIELDS
Custom fields
Field configurations

Field configuration
schemes

Custom fields
optimizer
PRIORITIES
Priorities

Priority schemes

5. Click Text to see the list of statuses contained in the workflow.
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